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Hutepdenc Eciu Bl cpaBHUTE
Proxywall ¢ gpyrumu
aJIbTEpPHATUBHBIMU MPUJIOKEHUSIMU
DNS, BHI 1OJIKHBI IIOHATH, YTO OH
OO0JIbIIIE OPUEHTUPOBAH Ha y100CTBO
MCIOJIb30BAHUSA U MEHTAJIUTET plug-
and-play. UHTepdenc kaxercs 0oee
IIPOCTHIM, YEM Y JIPYTUX MPUJIOKEHUM,
TaK 4TO 3TO, OE3yCIOBHO, ILIIOC,
[IOCKOJIbKY OH ITI03BOJISIET BaM OBICTPO
O3HAKOMMUTBCSI C HHCTPYMEHTOM.
NHCTpYMEHT HOCTABJIAETCA C
COBPEMEHHBIM TEMHO-CUHUM U
YEPHBIM I10JIb30BATEILCKIM
MHTEP(ENCOM, KOTOPBIN ACJIACT
[IporpaMMy MIHOBEHHO Y3HaBaeMOHM.

2/13



Bxox Bel Mmoxere nod6asutr, DNS-
IIPOKCHU-KJIMEHT BPYYHYIO MJIA CO3ATh
rpymny, Kotopas OyaeT HOAKII0YAThCS
1 00HOBJISATH DNS-nipokcu npu
ONpeJieJIEHHbIX COOBITUSX, TAKMX KaK
3anycK uin octanoBka DHCP-
cepBepa. Merond, KOTOPhIX Bbl
BbIOEpETE AJ1s1 yIIpaBJICHUS
KJIMEHTaMH, Tak:Ke OyJeT OTpakeH B
KJIMEHTCKOM uHTepdence. Kpome
TOI'0, BBl MOKETE JIETKO J00ABJISITh
3anucu pecypcoB DNS, Takue Kak A,
AAAA, MX, SPF u TXT, a takxe
ykasbiBaTh IP-agpeca, moprel 1 BeC JiA
3anucen. I1pon3BoaUTEIBHOCTD

[ Ipuito:xeHre UCOJIb3yeT IPOTOKOJI Ha
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ocHoBe WebKit misa DNS-umeH. B
OCHOBHOM 3TO O3HAYa€eT, 4TO OH
ncnojbzyer WebSocket 1 WebRTC
181 pasperneusa DNS-3anpocos.
boJsiee Toro, BBl MOXKETE JIETKO
MCHOJIb30BaTh IIPOTOKOJI JIJIs
Buszyanusauuu DNS-Tpapuka Mexay
IIPOKCU-KIMEHTOM U DNS-3anmpocamu.
IIpoTokoi1 oOHapy:KeHMsI CTy:KO
TOYHO Tak k€ BBl MOXETE
ucnoJjib3oBatb DNS Proxywall mis
conoctaBjieHuss URL-aapecoB ciy:xObl
¢ IP-agpecamu. B cinydae
MOHUTOPUHIA Bbl MOXETE BHIOpPAThH
MOHUTOPHHI JOMEHOB WY
npou3BoaUTEIbHOCTH DNS B ceTn.
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dannosasa cucrema Bol Mmoxere
IOJIY4YUTh JOCTYII K JIOKAJIbHOU WJIN
yaaJIeHHON (PanjIOBOU CUCTEME Yepe3
uHTepdenc npunoxeHusa. MHCTpyMeHT
TaKKe MO3BOJIAET JIETKO
PEIAKTUPOBATh 3AIIMCU PECYPCOB
DNS, takue kak A u AAAA. D10
O3HAYAET, YTO BBl MOKETE JIETKO
n00aBJIATh U yaaldaTh IP-agpeca u
noptel. CereBas (pansioBast CUCTEMA
BbI TaK:Ke€ MOKETE UCIIOJIb30BaTh 3TOT
MHCTPYMEHT 18 JOCTYyNA K YIAJIEHHOU
cereBou (pamsioBon cucreme. C
ITOMOIIBIO TPUIOKEHUS Bbl MOKETE
[IPOCMATPUBATh YAAJIEHHBIE (DAUIIBI.
Brul MOkeTe j1erko co3aaBarh U

5/13



COXPaHATh IIPaBUJIA B BUJIE 3AIIMCEN
DNS u cOOTBETCTBYIOILIMM 00pa30oM
(brIbTpOBATH pe3yJIbTaThl. PEKOP/IbI
DNS Proxywall nno3Bossier 100aBUTh
mo0on Tl 3anucu pecypca DNS.

M crionp30BaHue MPUIOKEHUS HE
OrPAaHUYMBAETCSA JTOCTYIIOM K TaKHAM
canutam, Kak Facebook, Twitter,
Google niu m000My Ipyromy
TI00MMOMY JOMEHHOMY UMeHU. DNS
Proxywall oyeHsb nomnyJisipeH u
MCII0JIb3YyeTCs Oosiee yeM B 90
cTpaHax. Kak 3To MCIoJb30BaTh:
Brioepure Ilanens ynpaBiaeHus ->
DNS Proxywall. Beidepure o0aBUTH
KneHT > JIokanabHbd win JJoO0aBUTH
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KJveHT > Y naneHusiii. Jlooasbre 1P-
aZipec WM UM XocTa. Bel MOXeETE
no6asuTth IP-agpec nim ums xocTa.
BriOepute ums cepBepa. Y CTAaHOBUTD
UM cepBepa. Bbl MOXKETE YCTaHOBUTH
UM ceppepa. K

DNS Proxywall

[Ipenmosiaraercs, 4To CETEBbIE IPOKCH
SABJISIIOTCSI OJHUMM U3 CaMbIX BaXKHBIX
MHCTPYMEHTOB JJ151 BeO-cepdepoB U
1OJIb30BaTeNeH IIPUJIOKeHN. OHU
MCIIOJIL3YIOTCS MO Py IIPUYMH,
BKJII0Yasl CKOPOCTh, JOCTYI K
OorpaHMYEHHbIM OOJ1acTsiM HTepHeTa
Y UCII0JIb30BaHNE PA3IMUHBIX CPEJICTB
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MaCCOBOM MH(POPMALIMU, CPEAU
npoyero. OgHaKo B HAIIM IHU IIPOKCH-
CEpBEPBI HEPEIKO MCIOJIb3YIOTCS
Pa3JIMYHBIMU I'PYIIIIAMU, B TOM YUCJTIE
KMOepHpecTyIMHUKAMU. Y TPO3bI
0€30MaCHOCTH MOT'YT BapbUPOBATHCS
OT pa3Jgpaxaronux 10 OHacHbIX. B
[OCJIEAHEN KATErOPHUM IIPOKCHU-CEPBEP
DNS 4gacro ucronp3yercsa B Ka4eCTBE
ITPOKCHU-CEPBEPA. IDTO MO3BOJISET
I10JIb30BATEI0 OTHPABJISATH BCE CBOU
DNS-3arpochl Ha onpene/ieHHbIN
CEpBEP, TEM CaMbIM YCTPaHAA
HEOOXOIUMOCTD IJIS BCEX
[MOJIL30BaTEJIEN UMETH OTIEIbHBIE DINS-
cepBepbl. OHAKO, XOTS 3TO YI0OHO,
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npokcu-cepBep DNS takxe
MCIOJIb3YETCS 3JI0YMBIIUICHHUKAMU
U1 OTCJIEKMBAHUSA OJIb30BATEIIEN U
ux nopeaeHus B Miatepaere. C DNS
Proxywall BBl cMoXkeTe n30aBUTHCS OT
BCEX TUX NpPpOOJIeM, Bellb €0 MOKHO
UCnoJb30BaTh Kak DNS-cepsep u
[IPOKCH, B TOM UHKCIIE 1Jis1 BEO-
cep(prHra 1 NOTOKOBOI'O BHU/IEO.
[Iporpamma odecrieurBaeT
KOMILIEKCHBIT MOHUTOPHHT
AKTUBHOCTH JIOKAJIbHBIX KJIMEHTOB, TAEC
Bbl MOKETE BUIETH, KTO U K KAKUM BeO-
cartam oOpalaercs, U 4To
IIPOUCXOIUT B PEKUME PEaIbHOIO
BpeMeHu. DNS Proxywall Takxe
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ITI03BOJIAET HACTPAUBATh JIOKAJIbHBIE [P-
azgpeca Uid JOMEHHBIX UMEH, 4YTO
yCTpaHsIeT HeOOXOAUMOCTh B
paspewieHu DNS, 4To gejaer ero
MJI€aJIbHBIM PEIIICHUEM IIPU HU3KOU
[POITYCKHOM CIOCOOHOCTH. Ero MokHO
MCIOJIb30BAaTh KaK B KAYECTBE
YACTHOIO, TaK 1 OOILEro NpoOKCH-
cepBepa. JIoOKaJIbHbI MOHUTOPUHT
DNS nemaer DNS Proxywall
uHTepecHoIM: Local DNS Proxywall —
[IEPBOE B CBOEM POJE MPUTOKEHUE,
IIPEAHA3HAYEHHOE JJ1s1 MOHUTOPHHIA U
(prbTpaliid aKTMBHOCTHU BCEX
KOMIIBIOTEPOB B JIOKAJIbHOU CETH.
IIporpamma npeaHaszHayeHa aJjid
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3axXBaTa BCEro CETEBOIO Tpaduka,
BKJIIOYAS TPpAPUK MEXKAY JTOKAIBHBIM
KOMITIbIOTEpOM U IHTEpHETOM. 3aTeM
Bbl MOXKETE IPOCMATPHBATD
coOpaHHbIE JaHHBIE U U3MEHSATh UX B
pEKHUME PEAIbHOIO BPEMEHH, B TOM
yucjie 100aBJIATh CTOJILKO MpaBul,
CKOJIBKO XOTHUTE, JJIs1 MOHUTOPUHIA
BAIIMX JIOKAJIbHBIX KJIMEHTOB U UX
nevicrBuid. IIpu padore B IHTEpHETE U
COLIMAIbHBIX CETSX BBl MOXETE JIETKO
3aXBaTUTh BECh TPA(pUK B BallleH
nokasibHOU ceTu.Co BCceEMU
cCOOpaHHBIMM JAHHBIMH IIPOrpaMMa
[TO3BOJISIET BaM JIETKO CO3/1aBaTh
[IpaBUJIa, C MOMOIIbIO KOTOPBIX BBI
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MOJKETE KOHTPOJUPOBATh U
OrpaHUYMBATh JOCTYII K Pa3IAYHbIM
BeO-cariTaM. BBl MOXeTe JIerKo
3a0JI0KMPOBATh JIOMEHBI, TaXKe eCIIU
OHM 3a0JIOKMPOBaHbI IpOBalIepaMHu
DNS wninu nipokcu-ceppepamu. IMeHHO
310 AesiaeT DNS Proxywall HanOonee
BaKHBIM UHCTPYMEHTOM JIJIS1
o0OecrieyeHus OE30I1aCHOCTH Ballleu
JTOKaJTbHOU ceTh. CChUTKM T
ckauuBanusa DNS Proxywall:
Odunuanbaein caut DNS Proxywall:
AJNBTEPHATUBHBIE CCHUIKU I

ckaunBaHud. fb6ded4{t2
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